
AGENDA 
 

ST. LOUIS AREA REGIONAL RESPONSE SYSTEM 
CRITICAL INFRASTRUCTURE COMMITTEE 

JANUARY 12, 2006 – 2:00 P.M. 
SAIC OFFICE 

 
1. Minute Approval for last meeting 
      
2. Discussion of what constitutes Critical Infrastructure (Cont.) 

 
3. Discussion of Sector leadership (seeking volunteers) 

 
4. Discussion of gaps in committee member representation 

 
5. Discussion of concept for achieving objectives 

   
6. Discussion of projects for achieving objectives 

 
7. Discussion of referred project proposals (none so far) 
 
8. Next meeting, time and place 
 
9. Sub-committee reports (none) 

 
 



CRITICAL INFRASTRUCTURE PROJECT 
(Presentation to the STARRS Advisory Council 8-17-06) 

 
INTRODUCTION: This project is an outgrowth of the STARRS Critical 
Infrastructure Committee work and is in compliance with its goals and objectives. The 
project is also an outgrowth of the Ad-Hoc Committee work reviewing the State of 
Missouri Homeland Security Program. It is the objective of this project to create a 
foundation for the STARRS Critical Infrastructure Initiative. The STARRS Critical 
Infrastructure Initiative implements the National Infrastructure Protection Program 
(NIPP), one of the three Overarching National Priorities.  
 

I. Handout Describing Project Tasks: 
a. Establish criteria defining what constitutes Critical Infrastructure (CI) as 

it will be used to determine eligibility for funding by STARRS grants 
b. Solicit lists of nominated CI from municipalities, counties, Advisory 

Council members and STARRS Committees 
c. Evaluate nominated CI against established criteria to define a prioritized 

list of CI 
d. Perform vulnerability assessments on the top 100 CI from the prioritized 

list. 
e. Develop a Geographic Information System (GIS) map base and tool as a 

foundation for interactive data acquisition, based on the STARRS E-
Team tool.  

f. Compile an initial array of CI data for responders and load it into the GIS 
tool.  

II. Project Benefits: 
a. Provides a GIS base on which other initiatives can build, i.e. epidemic 

alert system/disease tracking, responder base maps of utilities, etc. 
b. Leverages off of Buffer Zone Protection Program, the STARRS E-Team 

project, and corporate security measures 
c. Links and fills gaps in other initiatives 
d. Begin implementation of NIPP. (Identify measures needed to bring risk 

down to an acceptable level for top priority CI and incorporate into 
project proposals) 

e. Establish a foundation for data management to facilitate intelligent 
decision making and as a resource for responders 

III. Phased  Implementation 
a. 2006 Budget: $175,000 
b. Future Years: Project can be incrementally implemented by contracts for 

scopes of work tailored to funding provided.  



The USA PATRIOT Act defines critical infrastructure as those “systems and assets, whether physical or virtual, so 
vital to the United States that the incapacity or destruction of such systems and assets would have a debilitating 
impact on security, national economic security, national public health or safety, or any combination of those 
matters.” 
 
 
Enable effective partnership with state and local governments and the private sector. Government at the federal, 
state, and local level must actively collaborate and partner with the private sector, which controls 85 percent of 
America’s infrastructure. Private firms bear primary and substantial responsibility for addressing the public safety 
risks posed by their industries. Protecting a firm’s assets and systems is a matter of sound corporate governance. In 
many cases private firms, not the government, possess the technical expertise and means to protect the infrastructure 
they control. Government at all levels must enable, not inhibit, the private sector’s ability to carry out its protection 
responsibilities. The Nation’s infrastructure protection effort must harness the capabilities of the private sector to 
achieve a prudent level of security without hindering productivity, trade, or economic growth. 
 
 
America’s critical infrastructure encompasses a large number of sectors. Our agriculture, food, and water sectors, 
along with the public health and emergency services sectors, provide the essential goods and services Americans 
need to survive. Our institutions of government guarantee our national security and freedom, and administer key 
public functions. Our defense industrial base provides essential capabilities to help safeguard our population from 
external threats. Our information and telecommunications sector enables economic productivity and growth, and is 
particularly important because it connects and helps control many other infrastructure sectors. Our energy, 
transportation, banking and finance, chemical industry, and postal and shipping sectors help sustain our economy 
and touch the lives of Americans everyday. The assets, functions, and systems within each critical infrastructure 
sector are not equally important. The transportation sector is vital, but not every bridge is critical to the Nation as a 
whole.  Accordingly, the federal government will apply a consistent methodology to focus its effort on the highest 
priorities, and the federal budget will differentiate resources required for critical infrastructure protection from 
resources required for other important protection activities. The federal government will work closely with state and 
local governments to develop and apply compatible approaches to ensure protection for critical assets, systems, and 
functions at all levels of society. For example, local schools, courthouses, and bridges are critical to the communities 
they serve. Protecting America’s critical infrastructure and key assets requires more than just resources. The federal 
government can use a broad range of measures to help enable state, local, and private sector entities to better protect 
the assets and infrastructures they control. For example, the government can create venues to share information on 
infrastructure vulnerabilities and best-practice solutions, or create a more effective means of providing specific and 
useful threat information to non-federal entities in a timely fashion. In addition to our critical infrastructure, our 
country must also protect a number of key assets—individual targets whose destruction would not endanger vital 
systems, but would create local disaster or profoundly damage our Nation’s morale or confidence. Key assets 
include symbols or historical attractions, such as prominent national, state, or local monuments and icons. In some 
cases, these include quasi-public symbol that are identified strongly with the United States as a Nation, and all 
completely under the jurisdiction of state and local officials or even private foundations. Key assets also include 
individual or localized facilities that deserve special protection because of their destructive potential for their value 
to the local community. Finally, certain high-profile events are strongly coupled to our national symbols or national 
morale and deserve special protective efforts by the federal government. 
 
 
PROPOSED DEFINITION OF CRITICAL INFRASTRUCTURE FOR THE 
COMMITTEE:  
 
The St. Louis Area Regional Response System, Critical Infrastructure Committee defines critical 
infrastructure for its purposes as those “Those systems and assets, whether physical or virtual, so 
vital to the St. Louis Region that the incapacity or destruction of such systems or assets would 
have a debilitating impact on regional security, regional economic viability, regional public 
health and/or regional safety.” 



 
Critical Infrastructure Sectors  
Agriculture 
Food 
Water 
Public Health 
Emergency Services 
Government 
Defense Industrial Base  
Information and Telecommunications  
Energy 
Transportation 
Banking and Finance 
Chemical Industry 
Postal and Shipping 
 
STARRS COMMITTEES: 

Interoperable Communications 

Critical Response Teams  

Emergency Operations Centers 

Hospital Preparedness  

Transportation/Transit  

Public Health 

Public Information 

Critical Infrastructure 

 

 
PLAN TO PRESS ONWARD: 
 

• It can be seen that there is little overlap between the STARRS committees and the critical 
infrastructure sectors. The committee needs representation from all of the sectors.  

 
• The committee representative leads for each sector will be charged with the task to 

identify specific key assets or groups of assets within the region that fall under their 
sector.  

 
• Each sector will identify strategies for protection, response, repair and remediation for the 

key assets identified.  
 

• A determination will be made as to the risk and status for protection, response, repair and 
remediation of the key assets identified.  

 
• Projects will be proposed for decreasing the risk to specific key assets, where deemed 

appropriate. 
 

• Proposed projects will be prioritized, estimated and proposed to the STARRS Advisory 
Board for inclusion in budgets for funding.  



DRAFT 
STARRS CRITICAL INFRASTRUCTURE COMMITTEE 

 
The Critical Infrastructure Committee is formed as provided in the By-Laws of the 
STARRS Advisory Council (SAC) as the advisory committee for critical infrastructure to 
the SAC. It is comprised of the members from five sub-committees, being: Critical 
Infrastructure, Continuity of Government, Continuity of Business, Transportation-
Transit, and Telecommunications & Public Utilities. 
 
STRATEGY: The STARRS Critical Infrastructure Committee shall guide the 
organization toward the minimization of losses resulting from crises affecting critical 
infrastructure by recommending actions that maximize funding and apply it to prioritized 
projects which reduce risk to an appropriate level for targeted infrastructure. As a 
regional entity, the focus shall be on regional initiatives, filling gaps where other entities 
cannot and by facilitating and coordinating between entities.  
 
GOALS: The below committee goals are designed to support the of the Urban Area 
Security Initiative (UASI) strategy as it relates to critical infrastructure. 
 
 GOAL #1: Reduce risk of critical infrastructure failure to an appropriate level. 
  Objective 1-A: Assess vulnerabilities and assess risk of all potential crises, 
natural and man-caused, to determine risk. 
  Objective 1-B: Define the appropriate level of risk for categories of 
critical infrastructure. 
  Objective 1-C: Strengthen targeted critical infrastructure to an appropriate 
level.   
 
 GOAL #2: Maximize mutual support between critical infrastructure management 
agencies.   
  Objective 2-A: Orchestrate Mutual Support Agreements between agencies 
responsible for targeted infrastructure. 
  Objective 2-B: In concert with the STARRS Interoperable 
Communications Committee, establish standards for interoperable communications 
between agencies responsible for targeted infrastructure.  
  Objective 2-C: In concert with the STARRS Interoperable 
Communications Committee, provide for interoperable means for communications 
between agencies responsible for targeted infrastructure. 
 
 GOAL #3: Improve crisis remediation for critical infrastructure. 
  Objective 3-A: Coordinate crisis response planning for targeted 
infrastructure. 
  Objective 3-B: Facilitate crisis response planning for targeted 
infrastructure. 
  Objective 3-C: Facilitate continuity of operations for targeted 
infrastructure. 
  Objective 3-D: Coordinate for support from outside of the STARRS 
region for response to crises involving targeted infrastructure. 
 



DRAFT 
 GOAL #4: Maximize effectiveness of public fund use in support of risk reduction 
for critical infrastructure.  
  Objective 4-A: Orchestrate programs and financial sources. 
  Objective 4-B: Coordinate use of public and private assets to achieve 
holistic systems. 
  Objective 4-C: Prioritize projects to for maximum reduction of risk for 
least cost. 

Objective 4-D: Define “targeted infrastructure” that STARRS will 
address. 
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